datacap

systems,inc.

NETePay 5

Direcftor
Installation and Configuration Guide

Director and Manager

V5.07

Part Number: 8650.00



NETePay Director Installation & Configuration Guide

Copyright © 2006 - 2023 Datacap Systems Inc. All rights reserved.

This manual and the hardware/software described in it are copyrighted materials with all rights reserved.
Under copyright laws, the manual and the information contained in it may not be copied, in whole or in
part, without written consent from Datacap Systems, Inc. except as may be required in normal use to
make a backup copy of the software. Our policy of continuous development may cause the information
and specifications contained herein to change without notice.

Notice:
This document contains information proprietary to Datacap Systems Inc. The only acceptable use for the
information contained herein is to configure, interface and maintain third party systems exclusively to
Datacap’s ePay™ server products. Any other use is strictly prohibited.

Datacap, Datacap Systems, NETePay™, GIFTePay™, DIALePay™, DSIClient™, DSIClientX®,
dsiPDCX®, dsiEMVX®, dsiEMVUS®, ePay Administrator™, IPTran™, IPTran LT™, IPTran LT Mobile™,
TwinTran™, TwinTran Server™, TranCloud™, DialTran™, DataTran™ are trademarks and/or registered
trademarks of Datacap Systems Inc.

Microsoft, Windows NT 4.0, Windows 2000 Professional, Windows XP, Windows 98, Windows Server
2003, Windows Server 2008, Windows Server 2012, Windows Server 2016, Windows Vista, Windows 7,
Windows 8, Windows 10 and Windows 11 are registered trademarks of the Microsoft Corporation.

Other products or company names mentioned herein may be the trademarks or registered trademarks of
their respective companies.

Revised: 7 Jun 2023

Version Support

This document supports the following application versions:
NETePay 5 Director - Version 5.07.XX / Version 5.08.XX

2 NETePay 5 Director



CONTENTS

(@Y L= AV 1 A 4
F 21018 o 10 4
ADOUE NETEPAY 5 DIFECIOT.....c.eiuiitieiiietiie ettt etttk b bbb bbbt b bbbt nb s 4
Benefits Of NETEPAY 5 DIFBCION ......c.viuiiiiieiiitiieiiiteie etttk b et bbbttt b bt 4

[ [0V I IR0 L TR 4
IN ST ALLATION oottt ettt e ettt e s ettt e s s bt e e e e b bt s e sasteeesssbeeesaseeeesaaeaeesssbeeeesaseesesabbaeeesabbeeesasnenessanes 5
[EN L T0] 010 1[0 TR 5
REQUIREMENTS ... tti ittt ieteeete e eete e ettt s e eteeebeseebeesbeseebeeasbessbeeaabesaabeeeabeseabesaabesaabesasbesanbeseabesanbesaabessabeeesbeesnbesabaeabesesbens 5
Baseling SYStem CONfIQUIALION.........c..ciiiie ettt et te et e e st e e s aeesreesbeenbeeneeaneearee e 5
DOWNLOAD NETEPAY 5 DIRECTOR SOFTWARE .....cciiiittttiiite et iiiitties s e e s sssiabsaesssessssiabbbessesssssiabbaassessssssssbsssssssssssnssrsnes 5
INSTALL NETEPAY 5 DIRECTOR SOFTWARE ....cciiiiiittttiieeeesiittttiesse et siisbbssssssesssassassessesssasssssessesssasisssssssssssssissresseess 6
NETEPAY MANAGER OPERATIONS ... ..ottt sttt ettt e e e s s bt e e s et e s s s s sbb e e e s sbbbe e s sbaes e s saees 11
TN 2T0] 51U o 1 (o] N PSP 11
IMANAGER IMENU OPTIONS ..ttviiiiiiiiiittttietteeisiiisstteteesesssisbsstessssssibbassssssssssaassssssssssastsstssssesssssissbssssessssissbrssesssesssnns 11
Yo T =N Yo £\ L[] o [P TTST 12
StOP/Start DIreCOr (IMANAGET) ....c.eiviieieiteieete sttt sttt b ettt b e bbbt b b et ab et et bbbt be st e st et b e s e 12
Show ePay Server STAtUS FUNCLIONS ........coviiiiiieic ettt 13
Load Parameters (STArt/StOP DIFECLOT) .......uiiiiirieieiirieieiest ettt sttt b b 19
Show Manager (DIreCtor) ADOUL BOX..........ciiiiiiiiirieinie ettt ettt bbb et ens 19
e AR Lot e L Y= g = Vo =T PSSR 20
DIRECTOR SERVICE CONFIGURATION FOR PCI PA-DSS CONFORMANCE.......c...ccovvviiiieeeeiiee 21
TN 2{0] 18 o 1 (o] N PRSP 21
NETEPAY 5 DIRECTOR SERVICE WINDOWS DESCRIPTION .....cciiiiitttriiteeeiiiiittieeeeessesisstseseessssssssrssseesssssssssssesssessannns 21
CONFIGURING THE NETEPAY 5 DIRECTOR SERVICE .......iiiittttiiiieiiiiiititiit e e e s eeibbtet e e e s e s ssbbaate e s e s s s ssasbaaesesessssansaaseseens 21

(B I12y =08 o] 3S] =1 23V (o = e TcT T | N[ T RURRRR 24

NETePay 5 Director 3



CHAPTER 1

OVERVIEW

Introduction

About NETePay 5 Director

NETePay 5 Director is a unified software licensing and automatic upgrade system for use with
Datacap's ePay server products, such as NETePay Hosted, NETePay Classic, GIFTePay and
others.

Benefits of NETePay 5 Director

NETePay 5 Director streamlines installation, licensing and updates of Datacap ePay server
products. Compared to standalone ePay server installs, NETePay 5 Director supports the
following enhancements:

e  Only one serial number and license to manage for all ePay products installed on a
particular PC hardware platform.

e Automatic updates over the Internet for all installed ePay products without user
intervention.

¢ Remote installation and management of ePay server configurations remotely using
Datacap's PSCS (Payment System Configuration Server).

How it works

NETePay 5 Director is installed as a system service that starts automatically when Windows
starts. The Director service automatically launches any installed and activated ePay software (e.g.
NETePay, GIFTePay) servers(s) for processing transaction requests from clients.

The Director service also supports an interface in the Windows tray called Manager. The Manager
application interoperates with the Director service to allow a user to suspend or restart the running
ePay servers and provide access to the ePay server User Interface for running ePay software.

The Manager also supports installations automatically of ePay servers that are originated in
Datacap’s PSCS (Payment System Configuration Server). PSCS access over the Internet affords
for the complete management of a merchant’s ePay software environment, including installation,
feature control and version updates.
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CHAPTER 2

INSTALLATION

Introduction

This chapter explains how to install and configure the NETePay Director components.

You will need to install all the components on the server on which you will be running NETePay
or other ePay server products.

Requirements

Baseline System Configuration

To successfully install and run NETePay Director on your server, it should meet or exceed the
following system requirements necessary to run NETePay or other ePay software product:

e  Microsoft Windows Server 2012 R2, Windows Server 2016, Windows 7 SP1, Windows
10 or Windows 11. All latest service packs, updates and hotfixes must be applied.

e 4GB of RAM minimum, 8 GB or higher recommended
e 50 GB of available hard-disk space

e  Microsoft Internet Explorer with 128-bit encryption, Microsoft Internet Explorer 6.0 or
higher recommended

e  TCP/IP network connectivity.

e  Persistent Internet Connection (DSL, cable, frame relay, etc.)

Download NETePay 5 Director Software

The NETePay 5 Director installation is available for download from Datacap’s Software
Download website at:

http://www.datacapepay.com

Click Get Started, then Click NETePay 5, select Director and Manager.
Click the Download button for the Director and Manager.

After agreeing with the Terms of Use, the download of the install package will begin.

NETePay 5 Director 5
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The NETePay Director installer package is supplied as a self-extracting executable and includes
the NETePay Director application for Windows 7 SP1, Windows 10, Windows 11, Windows
Server 2012 R2 or Windows Server 2016 operating systems. Double click on the downloaded file
to start the installation.

Note: Before you begin installing the NETePay Director and its components, you should close all
unnecessary programs and disable any anti-virus software.

You must be logged in as an ‘Administrator’ to install NETePay Director and all of it’s
components. Installations performed when logged on as another user with rights less than
‘Administrator’ will not operate correctly.

Install NETePay 5 Director Software

2.

Important Note:

NETePay 5 Director is activated and programmed over the Internet so a working Internet
connection is required for installation and activation.

Double click on the downloaded NETePay Manager Installer EXE file to start the installation.
The following InstallShield Wizard will start. Click NEXT to continue installation.

i'é‘- NETePay Manager 5.07.30 - InstallShield Wizard x|

Welcome to the InstallShield Wizard for
NETePay Manager 5.07.30

The Installshield(R) Wizard will install METePay Manager
5.07.30 on your computer. To continue, dick MNext.

WARNING: This program is protected by copyright law and
international treaties.

= Back I Next > I Cancel

The Datacap End User License Agreement (EULA) will be presented. Scroll to read the entire
agreement. If you agree to the terms of the EULA, click in the radio button | accept the terms in
the license agreement and then click NEXT to continue.

NETePay 5 Director



i'._% NETePay Director and Manager 5.07.30 - InstallShield Wizard x|

License Agreement d
altaca
sSUSIEmS. inc.p

FPlease read the following license agreement carefully,

Datacap Systems, Inc. 4

End User License Agreement
For Software Purchased or Deployed Under Rental
Agreements

PLEASE READ THIS SOFTWARE LICENSE AGREEMENT ("LICENSE")
CAREFULLY BEFORE USING THIS SOFTWARE. BY USING THIS

COETWADE VNl ADE ADEEIMT TH RE BAOLIMND BY TUHE TEDMS NE

¥ I accept the terms in the license agreement
" I do not accept the terms in the license agreement

InstallShield
< Back I MNext > I Cancel |

Enter you User Name and Organization name and click NEXT to continue.

3.
zl

Customer Information data cap
Please enter your information, systiems, inc.
User Name:
Qrganization:

Installshield

< Back I Mext = I Cancel |
4. Review your entered information and if accurate click INSTALL.

i".%‘ NETePay Director and Manager 5.07.30 - InstallShield Wizard ll

Ready to Install the Program l:l-—:ltal:al:l

The wizard is ready to begin installation. sSySiems, inc.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Current Settings:

Setup Type:

Destination Folder:
C:\Program Files (x86)\Datacap Systems\NETePay,

User Information:
MName: Windows User

Company:

InstallShield
< Back I Install I Cancel
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5.

When the installation process is completed, click FINISH.

i@ NETePay Manager 5.07.30 - InstallShield Wizard x|

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed METePay
Manager 5.07.30. Click Finish to exit the wizard.

< Back Cance

The Director application runs automatically and starts its configuration with the acquisition of a
new serial number that will be used for any subsequent ePay software installations. Click Obtain
Serial Number to have a new serial number issued from Datacap’s Payment System

Configuration Server (PSCS) over the Internet.

e

Request Serial Number

Serialization of NETePay is required to continue. Clicking 'Obtain Serial Number' will attempt to
contact Datacap Systems Inc. and request a serial number. You may also click Cancel to Obtain a

Serial Number at another time.
Obtain Serial Number

NO SERIAL NUMBER

Previous I Nept l Cancel I

If a serial number is acquired successfully from PSCS, it will be displayed under the now
inactivated Obtain Serial Number button. Make a record of the serial number assigned for your

records. Click NEXT to continue.

(5%

Regquest Serial Number

Serialization of NETePay is required ta continue. Clicking 'Obtain Serial Number' will attempt to
contact Datacap Systems Inc. and request a serial number. You may also click Cancel to Obtain a

Serial Number at another time.
([btain Serial Humber, |

8650.00.304162

Brevious | Next I Cancel
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8.

10.

The Director will display the following screen to activate the installation by associating it with a
merchant profile. To continue, you must verify that you or someone else has created a Merchant
Deployment on Datacap’s PSCS server. If a deployment was created you may have been given a
Deployment ID, which is typically an eight-character code that has been assigned to the
merchant’s parameters. If you have a Deployment ID for the merchant, check the radio button |
Have My Deployment ID and enter the ID in the text box below and click NEXT to continue.

Fs] Software Activation =lolx]

Collect Merchant Information

| Have My Deplopment 1D " | Do MOT Have My Deployment (D
[eplayment [ PSS Usemame

[ erchiant Street

erchant Zip/Postal Cade

Previous | Hent I Caneel |

If the merchant’s parameters were created on PSCS but you do not have the Deployment ID,
check the radio button | Do NOT Have My Deployment ID and enter your PSCS Username and
the merchant’s street and zip code. Click NEXT to continue.

If the Director is successful finding the relevant merchant information, the following confirmation
screen will be displayed. Verify that the information is correct and click FINISH to complete the
installation.

[ sofoware Actvaton JRI=TE]

Display Merchant Information

PSCS Deployment ID
DENNIMONE1S

Lee Test - 8660.18 - Monetary in-store 5.30 _I
1000
Monetary, L 11111
us
Currently &vailable for Activation
Lz

Pievious |[ Fish | Cancel |

If PSCS successfully associates the merchant’s information (parameters), then the serial number is
fully activated for that merchant. The Director will then present a dialog confirming the merchant
activation and Director installation is complete. Click OK to dismiss the dialog.

NETePayManager 3 X|

i0} New Serial Number 8650.00.304162 has been Activated.

e
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11. If the Deployment ID has not been activated at PSCS, the following dialog will appear:

NETePayManager il

E¥& Attempting Activation via PSCS Failed - PSCS: (-26)
S’ ePay Deployment needs to be activated on PSCS

Dismiss the dialog be clicking OK. Activate the desired deployment ID (contact Datacap Support
if you are not a PSCS user) and then see the section on Software Activation in Chapter 3.

10
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CHAPTER 3

NETePay MANAGER OPERATIONS

Introduction

This chapter explains how to utilize the management function of the Manager application that is
bundled with NETePay 5 Director. The Manager provides an interface to perform a number of
management functions to get information about and control the ePay servers.

Manager Menu Options

1. The Manager application installs in the Windows tray area with a Datacap icon. The green
checkmark in the Datacap tray icon indicates that the Director is running.

]
|ﬁ W B o) nsepm mE

2. Right clicking on the Manager icon brings up a menu that is typical with activated ePay servers
after the Windows PC with Director is started.

Show NETePay 5.07 for Monetary
Show GIFTePay 5.00 for Factor4

Load Parameters [Stop/Start Director]
Stop Director

About NETePayManager

Exit

e Show ePay Server Status Functions

e Load ePay Server Parameters (Stop/Start Director)
e Stop Director (Manager)

e About NETePay Manager

e Exit NETePay Manager

NETePay 5 Director 11



Software Activation

1. If no ePay servers have been activated or if previously installed ePay servers have been
deactivated, the Manager menu will appear as follows:

Software Activation...
Stop Director

About MNETePayManager

Exit

2. If Software Activation is selected from the above menu, the following will appear as in step 6
through 9 for the initial installation of the Director to obtain and activate a serial number. When
the Software Activation is completed, the following dialog will appear to confirm the reactivation.
Click OK to dismiss the dialog.

NETeFayManager ﬂ

=1

Stop/Start Director (Manager)

1.  When the Manager is running, you may stop it by selecting Stop Director from the tray menu.

Show NETePay 5.07 for Monetary
Show GIFTePay 5.00 for Factor4

Load Parameters [Stop/Start Director]
Stop Director

About METePayManager

2. When Stop Director is selected, a notification is displayed as follows:

{{) Director Service Al=|

Service is running.
Director is stopped.

w=a

|a B O % ) 2:14pM _J

12

NETePay 5 Director



and the Datacap tray icon shows a red X indication that the Director is stopped.

]
12 B[ Gy o) 215em )

3. To restart the Director, select Start Director from the tray menu.

Start Director

About NETePayManager

Exit

When the Director is restarted, a notification similar to the following will display while the
Director is acquiring parameters from the PSCS system:

. Director Application EE

Getting parameters,

o Gy T cf)  1:55PM |

»

Show ePay Server Status Functions

1. To view the status/Activity/logs for an ePay server, select the name of the ePay server desired
from the Director tray menu.

Show NETePay 5.07 for Monetary
Show GIFTePay 5.00 for Factor4

Load Parameters [Stop/Start Director]
Stop Director

About NETePayManager

Exit

| I N

NETePay 5 Director
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In the above menu example, Show NETePay 5.07 for Monetary is an actively running ePay
server. The diminished listing for Show GIFTePay 5.00 for Factor4 indicates that the GIFTePay
server is installed on the computer but hasn’t yet received merchant parameters from PSCS. Even
though an ePay server is installed and activated, it will not be able to process transactions until it
has received valid merchant parameters from PSCS.

To view the status and access additional functions for an ePay server, select the name of the ePay
server desired from the Director tray menu. In this example Show NETePay 5.07 for Monetary
was selected. The display shows the current processing activity for the selected ePay server.

In addition, the ePay PSCS parameterization options, server logs and support functions can be
accessed by selecting an icon in the upper right of the application window.

[ ctepay (onetory) Rea-> 0 socks>0 135817 -loix
B 5ol 8l

Four functions icon buttons are placed in the upper right corner of the ePay status window, as
follows:

=10l %]

== el

e The first button (on the left) presents a view of the current ePay parameters.

e The second button opens a default browser window to change ePay server parameters or
access PSCS

e The third button allows selection of an ePay log file to be automatically emailed to
Datacap support.

e The last button (on the right) allows a selected ePay log file to be displayed locally.

14
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3. If the View Parameters icon @ is selected (first icon on left), a window will open displaying the
currently used parameters for the ePay server, as follows:

= View Merchant Parameters il

Merchant Setup
Listen an Part (2]

Merchant ID " Bath [3000,/9100)
T (% Credit/Debit (3000)

[cert_secretNw15YAQZIT? i e

Tranzaction Support Cvbd Support

" Maone (Al
™ Credit Only " Sighature
* Credit and Swiped PIN Debit " Mone
¥ Go To Systern Tray when Minimized. B ackend Processor
IV Enable Local Batch Reparting TSY'S Host
—Pay at The Table Support -  Store And Fonward
[V Enable

@ Disable _ 100
Max Transactions |
" PinPad Ip Address

Maw Purchase Limit [500
" PinPad Ip Address and MAC A FurEnase Hm

Masimum Time Length

for Stared Transactions 48
[in hourg) ;
IP Caonnection Information METePay for Monetary
- : [~ Use Client/Server Password
Connect Timeout to 3 Seconds. ]
ManLanes | 3|

4. If the Configure icon ﬁ is selected (second from left), a window will open in the default
browser allowing the parameters for the installed and activated ePay server to be modified or link
to Datacap’s PSCS (Payment System Configuration Server) to modify the ePay deployment. Note
that PSCS requires a username/password to login):

a[o[®] %
¥ select X

C () | @& Secure | https://www.dsipscs.com/Install/?EqUals=1BC1ESEA226F17249937496...  ¥¢ a

Datacap Systems ePay Installation Configuration

Login to PSCS Here

Configure 8650.00.304162

Back

NETePay 5 Director 15



Click the Configure button with the relevant serial number and a screen will be presented that

allows the ePay parameters to be changed as follows:

3 [all=]E] %

| / installation x \\

& Cc 0O | @ Secure | https://www.dsipscs.com/Install/configure.do;jsessionid=B480... ¥ @ 9m z

Configuring 8650.00.304162
Lee Test - 8660.18 - Monetary in-store 5.30
1000
Monetary, AL 11111

Use ePay Client/Server Password ) yeg
® No
ePay Client/Server Password
Go to System Tray when Minimized @ veg
No
Tep/lp Port (listen) @ Credit/Debit (9000)
PrePaid Gift (9100)
Both (9000,9100)
IP Connect Timeout (3-60 seconds) 3 i
EMV Support ) None
Credit Only
Credit and Debit
EMV Cardholder Verification @ Al cvMs

Signature
None
Local Batch Report ) pisable

Enable

cancel

save

Click the Login to PSCS button and the main login screen for PSCS will be presented as follows:

e ET———— =S
/ Login x W
<« C () | @ Secure | https://www.dsipscs.com/PSCS/ ¥ | Qm :
Payment Systems
g.getrr?s. inc. ConﬁgurationySelver
Help Contact Datacap Website
Welcome to the Datacap Configuration Server
Username |
Password
‘ - Login |
On Site | What's this?
Apply Now Express Exchange
Copyright 2017 Al Rights Reserved.

Datacap Systems, Inc.
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5. If the Email Log icon j is selected (third icon from left), the following file chooser dialog
opens to pick the ePay log file to be emailed to Datacap support, as follows:

- NETePay (Monetary) Reg-> 0 Socks-> 0 14:11:07 L 3 o [=] B3]
(=]
- Open Log File 3 x|
Lookin: | |, DATACAP_LOGS i R = e
Name + || Date modified [ +{ Type [-lsze |-l
| |DsI01042018.log 1/420188:53PM  Text Document 18KB
|_|DSI01092018.log 1/9/2018 8:59PM  Text Document 7KB
|| DSI01182018.log 1/18/2018 10:56... Text Document 12KB
|_|Ds102082018.log 2/8/2018 10:58 AM  Text Document 2KB
|_|DSI02182018.log 2/18/2018 1:56 PM  Text Document 11KB
Fiename: || Open I
Fies of type: [ Log Fies (*log) =l Cancdl _|
Z

After selecting the desired log to email, your default IMAP email client will open with a message
to ‘support@dcap.com’ and the selected log file automatically attached. You may enter any
additional information desired in the body of the message.

Bl ¢ C NETePay 5,07 for Monetary Logs for Serial Number 8650.00304162 - Message (HTML) 7 m %
MESSAGE | INSERT ~ OPTIONS ~ FORMATTEXT  REVIEW

=3 - ke Eﬂ .3".@ w b Q [> Follow Up -

0 ez Calibri Boc - |11 | A” A7

Copy ! High Importance
3 BIU ¥-A- S 3= Address Check Attach Attach Signature Zoom
* Format Painter o = = teor Nones| “Fla HEme o ¥ LowImportance

Paste
Clipboard " Basic Text " Names Include Tags 5 Zoom ~

Send - - -
Subject | NETeRay 5.07 for Monetary Logs for Serial Number 8650.00.304162

Attached | || Dsi02182018.10q (14 KBJ

If you haven’t established a Microsoft Outlook profile in Windows, you will see the following
dialog when the Email Log button is selected:

You need to create a Microsoft Qutlook profile. In Microsoft Windows, go to
the Control Panel and open Mail. Click Show Profiles, and then dlick Add.

=]

Create a profile as indicated for your version of Windows. You may create a profile without
establishing an Outlook account; in that case a browser based email client will be used.

NETePay 5 Director 17



6. If the View Log icon J is selected (fourth from left), the following file chooser dialog opens to

pick the daily ePay log of interest, as follows:

NETePay (Monetary) Reg-> 0 Socks-> 0 14:11:07

Lookin: | | DATACAP_LOGS JR R = s =

Name | +| Date modified [ ~| Type |=lsize -]
|_|DSI01042018.log 1/4/2018 8:53PM  Text Document 18KB
| DS101092018.log 1/9/2018 8:59PM  Text Document 7KB
| DSI01182018.log 1/18/2018 10:56... TextDocument 12KB
|| DSI02082018.log 2/8/2018 10:58 AM  Text Document 2KB
|| DSI02182018.log 2/18/2018 1:56 PM  Text Document 11KB

Fie name: |

Fles of type: [Log Fies ("log) o] _Ced |

The selected log file will be opened in Windows Notepad. A sample log file:

[ pst02102010000 moteped -Ioixi
Fle Edit Format View Help

[[13:39:59]PH settings: =
Ver: i~

59]param Settings:

NO.0O NUMPARMS.NS1.1.2.

NO.1 MERCHANT ID.NS1. 12 12 700000000245
NO.2 TERMINAL ID.NS1.
NO.3 CLIENT ID.NS1.4.
No.4 NETCONNECT USERNAME.AN1.1.24. datacap

NO. 5 NETCONNECT PASSWORD.AN1.1.24. systsmsos

NO.6 SEND MEMO AS CUSTOMER DATA.YN1.O

NO.7 MERCHANT CATEGORY.NS1.1.2.0

NO.8 USE EPAY CLIENT/SERVER PASSWORD.YN1.0.0.N

No.9 EPAY CLIENT/SERVER PASSWORD.AN2.0.12

NO.10 CONNECT TO PAYEMNTECH ON STARTUP.YNL.0.0.N
No.11 VERIFY SSL CERTIFICATE.YN1.0.0.Y

NO.12 GO TO SYSTEM TRAY WHEN MINIMIZED.YN1.0.0.N
No.13 TRANSPORT METHOD.NS1.1.2.0

No.14 MODEM COM PORT.NS1.1.3.1

No.15 DIAL PREFIX.AN2.0.24.8,

NO.16 AUTHORIZATION PHONE NUMBER.NS1.1.11.18665214314
NO.17 IP CONNECT TIMEOUT.NS1.1.2.3

NO.18 EMV SUPPORT.NS1.1.1.2

No.19 EMV CVM.NS1.1.1.0

NO.20 PARTNER NAME.AN2.1.40 spec1a1 Agreement

NO.21 NUMBER OF LANES. NS
NO.22 LANE SPECIAL.ANL.2.6
NO.23 LANE IDS.AN2.1.300. L1$L2$L3

00]Trying ::CtAcct('A")

00]success on Trying ::CtAcct('A’)

OoiTry'i ng ::CtGtuky('GA')

00]success on Trying CtGtuky('GA')

]server startup PH 5.16

|REQ=EPAY_PARAMETERSAVER=5. 16CC=E8A2FC192D57007D2D03AEBCOFBA9I266CR=19F 6D84411AFD97 3DBBCDS5C2
9FC29A6DDEVID=8650. 00. 301159PART_NO=8660. 90MACHINE_ID=74611517PVER=3PHVER=15DT=20180218184
001

O1]error Encountered Getting Parms[Error(PSCs): This software has been deactivated]

01]TCP/IP server initialized successfully.

aﬁlnterfa(es initialized successfully.
10]Interfaces stopped.

10]server Shutdown . . .

:54]PH Settings:

INTY 0
EDT=4/4/2018 16:02:36
STOP=T

AHM=
IAHC=0

[13:47:54]Param Settings:

18
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Load Parameters (Start/Stop Director)

1. If ePay parameters have been updated on Datacap’s PSCS system, the Director/Manager system
automatically retrieves the latest parameters to the ePay servers when the PC is booted/restarted.
If parameter changes are made in PSCS while the Director/Manager are already running, the Load
Parameters (Start/Stop Director) will stop the Director momentarily and then restart it which will
force the retrial of the latest ePay parameters from the PSCS system.

When the Load Parameters (Start/Stop Director) item is selected, you will see tray messages like
the following indicating that the parameter update is occurring:

;. Director Application x|

Getting parameters.

|2 B0 Gy f 1) 1ssPM =

Show Manager (Director) About Box

1. To view information about the Manager (Director) including version, serial number and licensing
information, select About from the Manager tray menu.

RISTE]

NETePay Manager

Serial No: 8650.00.304162

systems, inc.
Integrated Transaction Processing S pecialists

Copyright [C) 2017 Datacap Systems, Inc.

License: 1;300,F;30,5/19/2018:F....0;:2/18/2018."S

5.07.30-0002

NETePay 5 Director
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Exit / Restart Manager

1. The Manager application may be stopped by selecting Exit from the Manager Tray menu. The
Datacap Manager icon will be removed from the Windows tray menu.

2. To restart the Manager application, select Software From Datacap from the Windows start menu
and select the NETePay Manager application.

f‘start| @_I@ ¢ a_l

€ Windows Media Center
@ Windows Media Player
::_J Windows Update
@ XPS Viewer
. Accessories
| Administrative Tools Dot
|/ Echolink E—
.. Free MKV to MP4 Converter
). Games Pictures
|| Kenwood
.. Maintenance Music
|| McAfee Security Scan Plus
|| Microsoft Office 2013 Computer
|| Microsoft Silverlight
|| Microsoft SQL Server 2008 Control Panel
|, Skype
.. SnapShot Devices and Printers
|| Software from Dataap
ay Default Programs
.. Startup _—
| WinCDEmu j Administrative Tools 4
Fl Back Help and Support
I Search programs and files lgj Shut down >|

When the Manager application starts, it will briefly present a notification of how many ePay
servers are running, as follows:

() Director Application /x|

Two applications are running.

2 MG B 2mm E
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CHAPTER 4

DIRECTOR SERVICE CONFIGURATION FOR
PCI CONFORMANCE

Introduction

The NETePay 5 Director service installs by default under a local system account. To maximize
compliance with PCI guidance, you should not use the SystemService default principal — it is
anonymous and has the privileges of an Administrative account. This section will provide
instructions on how to configure the NETePay 5 Director service appropriately.

NETePay 5 Director Service Windows Description

Name: Datacap Director Service

Description: Runs Datacap Director as a service. Is configured to start Datacap Director
automatically.

Configuring the NETePay 5 Director Service

The Services panel within Windows Administrative Tools is used to configure selected properties
of NETePay 5 Director Service as follows:

Click the Windows Start button; right-click the Computer shortcut and select Manage from the
resulting context menu.

Double-click to expand the Services and Applications option from the left pane, and then select
Services from the options tree.

Scroll to locate NETePay 5 Director Service and double-click to launch its Properties menu, where
you can select the Log On tab in the Properties dialog, which will display as follows:
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Datacap Director Service Properties (Local Co 5[

General | Log On I Hecoveryl Dependencies I

Service name: Datacap Director Service

Display name: Datacap Director Service

Funs Datacap Director as a service. |s configured ;I

Description:
Pl o start Datacap Director automatically. :I

Path to executable:
"C:\Program Files (<86)\Datacap Systems‘NETePay"DatacapAppDirectory!

Startup type: IAutornatic j

Help me configure service startup options.

Service status:  Started

Start I Stop | Fause Fesume

‘You can specify the start parameters that apply when you start the service
from here.

Start parameters: I

ok | cancel | ey |

Click the Use Account radio button and the dialog will update as follows:

Datacap Director Service Properties (Local Co |

‘General LogOn | Reco\reryl Dependencies I
Log on as:

 Local System account
= Bllov senvice to interact with desktop

& This account: I Browse... |

Password: I...............

Corfirm d: I..... (1]

Help me configure user account log on options.

[ ok | cancel Aeply

Important Note:

Prior to the next step, you should create an account from the User group specifically to launch
the NETePay 5 Director service via Windows Management Console.

This User account will be reported in the NETePay 5 Director service log files. For PCI PA-
DSS/SSF compliance, you should not use the SystemService default principal — it is anonymous
and has the privileges of an Administrative account.

The account properties should have "Password never expires' selected to allow the service to
start without interruption.
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Click the Browse button and the Select User dialog opens as follows:

Select User

Select this object type:

IUser or Built4in security principal Object Types...

From this location:
IWIN-EHGFJOLMBHF Locations. ..

Enter the object name to select (examples):

Check HMames

0

Advanced. .. | K Cancel

:

e

Next, Click the Advanced button, and the dialog will expand; then click the Find Now button to

see as list of Users and Service Accounts as follows:

Select this object type:
IUser or Built4in security principal Object Types... |
From this location:
IWIN-EHGFJOLM.?-HF Locations... |
Common Queries |
FEme: IStarts with j I Calurmtis... |
[escription: IStarts with j I
| Disabled accourts Stop |
™| Hion expiting password
o~
[aps since |ast logon: I 'l 7-),
ok | concel |
Search results:
Name (RDN) In Folder
:Administrator WIN-5HGFJOL...
@, Dot WIN-SHGFIOL...
2, Guest WIN-SHGFIOL...
H LOCAL SERV...
8) NEPServiceS... WIN-BHGFIOL...
H2 NETWORK 5.

Double click on a User account created to use to start the NETePay 5 Director service then click

OK to accept the account. The dialog for the service properties will display again with the
account name. Enter (replace) the password with those of the selected account.

The NETePay 5 Director service is now configured.

NETePay 5 Director
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Datacap Director Service Properties (Local Co x|
"General LogOn | F{ecoveryl Dependencies I
Log on as:

" Local System account

™ llow service bo interact with desktop

' This account: IN EPService Start Browse... I

Password: I...............

Corfim password; Iooooooooooooooo

Help me configure user accourt log on options.

ok | cance | mppy |

Click Apply then OK to complete the NETePay 5 Director service setup.

Director Service Logging

The NETePay 5 Director service records logs of all its activity. The logs do not record any
sensitive cardholder information. The Director log files are in the following location on the install
volume:
/Program Files/Datacap Systems/NETePay/Director/DATACAP_LOGS
NETePay 5 Director log files are recorded by date in individual ASCII files named as follows:
SERVICE_DSIMMDDYYYY.log
Where MM = Month, DD = Day and YYYY = Year.
The NETePay 5 Manager application also records its own log in addition to the Director service
logs. This log records when the Manager application attempts to start/stop ePay server execution.
The Manager log files are in the following location on the install volume:
/Program Files/Datacap Systems/NETePay/Director/DATACAP_LOGS
NETePay 5 Manager log files are recorded by date in individual ASCII files named as follows:

DSIMMDDYYYY.log

Where MM = Month, DD = Day and YYYY = Year.
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